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• Generative AI as a threat to democracy
• Guardrails against these threats
• Generative AI in the public interest

Agenda
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The Misuse Motive
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“At least 50,000 homeless veterans are starving 
dying in the streets, but liberals want to invite 
620,000 refugees and settle them among us. We 
have to take care of our own citizens, and it must 
be the primary goal for our politicians!”
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• 2019 Senate Intelligence 
Committee report: 
– “Bad actors will continue to try 

to weaponize the scale and 
reach of social media platforms 
to erode public confidence and 
foster chaos. The Russian 
playbook is out in the open… 
and their techniques will only 
get more sophisticated.”

• Robert Mueller, July 2019:
– “they’re doing it as we sit here.”

The evolving tactics
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Enter Generative AI
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• Across all text types, people cannot discern the difference 
between human and AI-generated content

• Risk that they believe everything…or worse, nothing at all.

Proofs of Concept
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Can generative AI manipulate the agenda of 
elected leaders through “astroturfing”?
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Relative responsiveness, human vs AI
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Guardrails
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Other ways of listening more immune to AI
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• The problem:
– Elected leaders need to 

represent their 
constituents but they’re 
inundated with 
correspondence, some of 
which might be inauthentic

• The solution: 
– Generative AI?

Generative AI in the Public Interest
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• Generative AI has uses and misuses in a political context
• Understanding those can help optimize the uses, minimize 

the misuses
– Targeted internet literacy based on responses to AI 

outputs (guard against misuses)
– Use language models to sift out inauthentic messages, 

connect legislators and constituents, facilitate 
connections in our democracy

Conclusion
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